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Go to the Cisco Networking Academy website at netacad.com and create an account if you

don't have one.
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CISCO

Create Account
* indicates required field
Email *

Email *

Password *

Password *

First name *

First name =

Last name *

Last name *

Country or region *

Please select * v

By clicking Register, | confirm that | have read and agree
to the Cisco Online Privacy Statement and the Cisco Web
Site Terms and Conditions.

Back to log in
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Log in to your account and go to the Packet Tracer course page.
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CISCO

Log in

Email

Unlock account?

Forgot email address?

Help

Don't have an account? Sign up

Download the version of Packet Tracer you require.

Packet Tracer 8.2.1 MacQOS 64bit

Packet Tracer 8.2.1 Ubuntu 64bit

Packet Tracer 8.2.1 Windows 64bit

If you need more guidance, please follow the Cisco Packet Tracer Download and Installation

Instructions.
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https://skillsforall.com/skillsforall/files/Cisco_Packet_Tracer_Download_and_Installation_Instructions.pdf
https://skillsforall.com/skillsforall/files/Cisco_Packet_Tracer_Download_and_Installation_Instructions.pdf

o i Tnaaeaauudr Idimsduianan 1§ PacketTracer-x.x.x-win64-setup

wievhnsAads 1niiu idon I accept the agreement ugnan Next

ﬁ! Setup - Cisco Packet Tracer 7.2.2 B4Bit —

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Cisco Packet Tracer -
Software License Agreement
IMPORTANT: PLEASE READ THIS CISCO PACKET
TRACER SOFTWARE LICENSE AGREEMENT (THE

@ I accept the agreement
()1 do not accept the agreement

o [V ~1 g
Aendutssaiu shoteuts vessendiniudinan Next

ﬁ' Setup - Cisco Packet Tracer 7.2.2 64Bit —

Select Start Menu Folder
Where should Setup place the program's shortouts?

\ﬂ Setup will create the program's shortcuts in the following Start Menu folder.
[ =]

To continue, dick Mext. If you would like to select a different folder, dick Browse.

|Cisu:-:| Packet Tracer | | Browse... I

= Back Mext = Cancel
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menizaans shoteuts 13aulaths udnan Next

ﬁ_,'-’;r! Setup - Cisco Packet Tracer 7.2.2 B4Bit

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing Cisco Packet
Tracer 7.2.2 64Bit, then dick Mext.

Additional shortouts:
Create a desktop shortout
[] Create a Quick Launch shortcut

ﬁ' Setup - Cisco Packet Tracer 7.2.2 64Bit

Ready to Install

Setup is now ready to beqin installing Cisco Packet Tracer 7. 2.2 64Bit on your
computer,

Click Install to continue with the installation, or dick Badk if you want to review or
change any settings.

Destination location:
C:\Program Files\Cisco Packet Tracer 7.2.2

Start Menu folder;
Cisco Packet Tracer

Additional tasks:
Additional shortouts:
Create a desktop shortout

] 9
%

v o . .
fofanuasaau aan Finish
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Cisco Router Modes

Cisco routers are a vital component of modern networks, and they come with a variety
of different modes that allow users to configure and manage them. Understanding
these modes and how to use them effectively can help network administrators to
optimize their network performance and troubleshoot issues more efficiently.

In this article, we will discuss the different Cisco router modes, including their purpose
and how to access them. We will also provide examples of common tasks that can be
performed in each mode and provide tips for using them effectively.

User EXEC Mode

The User EXEC mode, also known as user mode or privileged mode, is the default mode
that a Cisco router is in when it first starts up. This mode allows users to view basic
information about the router and its configuration, but it does not allow for any changes
to be made.

To access the User EXEC mode, simply connect to the router using a terminal program
and enter the "enable" command. This will prompt the user for a password if one has
been set. Once in User EXEC mode, users can view the current configuration of the
router by entering the "show running-config" command.

Examples of tasks that can be performed in User EXEC mode include

e Viewing the router's current IP address and other basic information
e Viewing the current configuration of the router

e Pinging other devices on the network to test connectivity

e Troubleshooting basic connectivity issues

Tips for using User EXEC mode

Remember that changes cannot be made in this mode, so if you need to make changes
to the router's configuration, you will need to enter Privileged EXEC mode.

Use the "show running-config" command to quickly view the current configuration of
the router and identify any issues.

Privileged EXEC Mode
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The Privileged EXEC mode, also known as privileged mode or configuration mode,
allows users to make changes to the router's configuration. This mode is accessed by
entering the "enable" command in User EXEC mode and then entering the appropriate
password.

Examples of tasks that can be performed in Privileged EXEC mode include -

e Changing the router's IP address and other network settings
e Configuring interfaces and subinterfaces

e Setting up access control lists (ACLs)

e Configuring routing protocols such as OSPF or BGP

e Saving the router's configuration to flash memory

Tips for using Privileged EXEC mode -

Use the "show running-config" command to view the current configuration of the router
before making any changes.

Use the "copy running-config startup-config" command to save your changes to the
router's configuration.

Be careful when making changes to the router's configuration, as mistakes can cause
the router to become inaccessible or disrupt network connectivity.

Global Configuration Mode

The Global Configuration mode allows users to make changes to the router's global
configuration settings, such as the hostname and the enable secret password. This
mode is accessed by entering the "configure terminal" command in Privileged EXEC
mode.

Examples of tasks that can be performed in Global Configuration mode include -

e Changing the router's hostname

e Setting the enable secret password

e Configuring the router's clock settings

e Configuring the router's virtual terminal (VTY) settings
e Configuring the router's SNMP settings

Tips for using Global Configuration mode -

Use the "show running-config" command to view the current global configuration
settings before making any changes.

Use the "copy running-config startup-config command to save your changes to the
router's configuration.

Be mindful of the impact that changes in Global Configuration mode may have on other
parts of the network, such as the VTY settings that control remote access to the router.

IngndumnatiAtaLT 99NA TTULINHINNAR AR



Interface Configuration Mode

The Interface Configuration mode allows users to make changes to the configuration of
specific interfaces on the router. This mode is accessed by entering the "configure
terminal" command in Privileged EXEC mode and then entering the "interface"
command followed by the name of the interface that you want to configure.

Examples of tasks that can be performed in Interface Configuration mode include -

e Configuring the IP address and subnet mask for an interface

e Enabling or disabling an interface

o Configuring duplex and speed settings for an interface

o Configuring security settings for an interface, such as access control lists
(ACLs)

e Configuring routing protocols such as OSPF or BGP on an interface

Tips for using Interface Configuration mode —

Use the "show running-config" command to view the current configuration of the
interface before making any changes.

Use the "no shutdown" command to enable an interface that has been disabled, and the
"shutdown" command to disable an interface that is currently enabled.

Be mindful of the impact that changes in Interface Configuration mode may have on
other parts of the network, such as the routing protocols that are configured on the
interface.

Router Configuration Mode

The Router Configuration mode allows users to configure routing protocols such as
OSPF, BGP, EIGRP and so on. This mode is accessed by entering the "configure
terminal" command in Privileged EXEC mode and then entering the "router" command
followed by the name of the routing protocol you want to configure.

Examples of tasks that can be performed in Router Configuration mode include -

e Configuring routing protocols such as OSPF or BGP
e Configuring routing tables

e Configuring redistribution of routing protocols

e Configuring route summarization

e Configuring filtering and summarization of routes

Tips for using Router Configuration mode -

Use the "show running-config" command to view the current configuration of the
routing protocol before making any changes.
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Be mindful of the impact that changes in Router Configuration mode may have on other
parts of the network, such as the routing tables and other routing protocols that are
configured on the router.
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Classes of IP addresses

TCP/IP defines five classes of IP addresses: class A, B, C, D, and E. Each class has a
range of valid IP addresses. The value of the first octet determines the class. IP
addresses from the first three classes (A, B and C) can be used for host addresses. The
other two classes are used for other purposes — class D for multicast and class E for
experimental purposes.

The system of IP address classes was developed for the purpose of Internet IP
addresses assignment. The classes created were based on the network size. For
example, for the small number of networks with a very large number of hosts, the Class
A was created. The Class C was created for numerous networks with small number of
hosts.

Classes of IP addresses are:

Class Flrst octet value Subnet mask

A 0-127 8
B 128-191 16
C 192-223 24
D 224-239 -
E 240-255 -

For the IP addresses from Class A, the first 8 bits (the first decimal number) represent
the network part, while the remaining 24 bits represent the host part. For Class B, the
first 16 bits (the first two numbers) represent the network part, while the remaining 16
bits represent the host part. For Class C, the first 24 bits represent the network part,
while the remaining 8 bits represent the host part.

Consider the following IP addresses:

e 10.50.120.7 — because this is a Class A address, the first number (10) represents the
network part, while the remainder of the address represents the host part (50.120.7).
This means that, in order for devices to be on the same network, the first number of their
IP addresses has to be the same for both devices. In this case, a device with the IP
address of 10.47.8.4 is on the same network as the device with the |P address listed
above. The device with the IP address 11.5.4.3 is not on the same network, because the
first number of its IP address is different.

e 172.16.55.13 — because this is a Class B address, the first two numbers (172.16)
represent the network part, while the remainder of the address represents the host part
(55.13). A device with the IP address of 172.16.254.3 is on the same network, while a
device with the IP address of 172.55.54.74 isn't.
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NOTE
The system of network address ranges described here is generally bypassed today by use of

the Classless Inter-Domain Routing (CIDR) addressing.

Special IP address ranges that are used for special purposes are:

e 0.0.0.0/8 — addresses used to communicate with the local network

e 127.0.0.0/8 — loopback addresses
e 169.254.0.0/16 — link-local addresses (APIPA)
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Subnetting Explained

Subnetting is the practice of dividing a network into two or more smaller networks. It
increases routing efficiency, enhances the security of the network, and reduces the size
of the broadcast domain.

Consider the following example:

Accounting

]

Marksting

10.0.0.0/24
>

In the picture above we have one huge network: 10.0.0.0/24. All hosts on the network
are in the same subnet, which has the following disadvantages:

e asingle broadcast domain — all hosts are in the same broadcast domain. A broadcast
sent by any device on the network will be processed by all hosts, creating lots of
unnecessary traffic.

e network security — each device can reach any other device on the network, which can
present security problems. For example, a server containing sensitive information
shouldn’t be in the same network as the user’s workstations.

e organizational problems — in large networks, different departments are usually
grouped into different subnets. For example, you can group all devices from
the Accounting department in the same subnet and then give access to sensitive
financial data only to hosts from that subnet.
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The network above could be subnetted like this:

( Accounting R

10.0.0.0/24

¥

f ~
Marketin 10.1.0.0/24

ks s )

Now, two subnets were created for different departments: 10.0.0.0/24 for Accounting
and 10.1.0.0/24 for Marketing. Devices in each subnet are now in a different broadcast
domain. This will reduce the amount of traffic flowing on the network and allow us to

implement packet filtering on the router.
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show interfaces status command

The status of an interface on a Cisco switch can be checked using the show interface
TYPE exec mode command. Consider the following example:

SWl#show interfaces fal/1
FastEthernet0/1 is up, line protocol i1s up (connected)
Hardware is Lance, address is 0040.0b21.0b01 (bia 0040.0b21.0b01)
BwW 100000 Kbit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 100Mb/s
input flow-control is off, output flow-control is off
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:08, output 00:00:05, output hang never
Last clearing of "show interface" counters never

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output
drops: O

Queueing strategy: fifo
Output queue :0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
956 packets input, 193351 bytes, 0 no buffer
Received 956 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 watchdog, 0 multicast, 0 pause input

0 input packets with dribble condition detected
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2357 packets output, 263570 bytes, 0 underruns

0 output errors, 0 collisions, 10 interface resets
0 babbles, 0 late collision, 0 deferred

O lost carrier, 0 no carrier

0 output buffer failures, 0 output buffers swapped out

As you can see from the output above, this command gives us plenty of information
about the specified interface. Here is a brief description of the most important lines:

e FastEthernet0/1 is up, line protocol is up (connected) — indicates that the interface is
in the up and up state

e Hardware is Lance, address is 0040.0b21.0b01 — Lance indicates the chipset used by
the port. The MAC address of the port is also listed

e BW 100000 Kbit, DLY 1000 usec — the bandwidth and delay of the interface

e Full-duplex, 100Mb/s — the port operates in the full duplex mode and supports the
speed of up to 100Mb/s

e 956 packets input, 193351 bytes, 0 no buffer — the total number and size of packets
received by the port.

e Received 956 broadcasts — the total number of broadcast packets received by the
device.

e Oinputerrors, 0 CRC, 0 frame... — the number of received packets that were received
incorrectly.

e 2357 packets output, 263570 bytes, 0 underruns — he total number and size of
packets sent by the port.

e 0O output errors, 0 collisions — the number of packets that were not sent because of an
error and the number of Ethernet collisions.
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